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. Develop an electronic chronic disease surveillance network
while respecting privacy:

1. establishing a pan-Canadian primary care sentinel surveillance
network

2. extracting and validating chronic disease health information; and

3. establishing a central primary care chronic disease data repository
for the conduct of surveillance and approved research studies
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* 7 PBRN involved in phase 1, two joined in phase 2 of the project



Privacy Issues

Patient

De-identified |
health information
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Privacy Issues
* Physician
meets . @
surveillance B .

* Personal information

e Patients’ information
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Informed Consent

e Explicit Consent

— Obtained in higher risk situations when identifiable
information was collected

— Obtained from participating physicians as subjects

* Waiver of individual participant consent (social
contract consent)

— Obtained in low risk situations when de-identified health
data was collected

— Study information advertised to patients (posters,
handouts)

— Patients are able to refuse participation CPCSSN@ RCSSSP
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Data Extraction Process

e At the practice site

— CPCSSN key

e Contains identifiers linking data to the patient (CPCSSN number, postal
code, DOB, gender, PHCN

e Contains no health information
* Kept at the practice site

— Health data related to the disease of interest
e Extracted from the EMR
* Provided with a unigue CPCSSN identifier
e Reviewed to ensure all identifiers are removed

* Encrypted and copied onto an electronic storage device and then onto a
password protected computer or transferred electronically directly to a

CPCSSN server
CPCSSN @ RCSSSP
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Data Extraction Process

e At the local network or CPCSSN server

— De-identified data will be processed and de-identification software will
be used prior to sending to the Central Repository

e Central Repository

— Secure server located at the High Performance Computing Virtual
Laboratory (HPCVL) at Queen’s University, Kingston, On

— De-identified and processed health data will be sent to the Central
Repository for merging with regional data and processing
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Obtaining REB Approval
from different REBs

* First REB submission — Queen’s
— First to submit for expedited review
— Developed templated documents shared with others

e Secure CPCSSN Resource Website

— Posted Queen’s REB application & related documents
— Posted REB approvals from each network

CPCSSN @ RCSSSP
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REB Approval

 Expedited Approval was requested @
CPCSSN RCSSSP
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— Two required full review
* One obtained REB & the other obtained REB in the second phase

— Explicit Consent was required by

 One REB in Edmonton for EMR laboratory data extraction since
this populates the EMR through the netcare portal

e One REB in Quebec required from each patient (Full REB approval
was obtained in Phase 2)



Common REB Questions

Advertising the option not to participate in the project

— What about those who cannot learn about the project? (deceased, minors,
etc)

How does one deal with destroying the data after 7 years if the goal is to
create a lasting (renewable) database followed longitudinally over time?

What data elements will be kept at each practice (“CPCSSN key”)

Exactly how will data be de-identified for flow from each practice to the
local network repository and eventually to a central repository?

Where exactly will the central repository sit or will it be virtual?

CPCSSN(@ RCSSSP
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Process Established to Address
Privacy & HIA Issues

 Research agreements
— Between custodians of the data and the researchers

* Unique EMR sign-on
— obtained for access to EMR data

e De-nominalization & De-identification
— Of data extracted from the EMR prior to leaving the practice
— Then again through software to minimize the risk of re-identification*

* Confidentiality agreements CPCSSN RCSSSP
— signed by all involved in the project
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*El Emam K, Brown A, AbdelMalik P. Evaluating predictors of geographic area population size cut-offs to
manage re-identification risk. J Am Med Inform Assoc. 2009 Mar-Apr;16(2):256-66. Epub 2008 Dec 11.
PMID: 19074299



Conclusion

* We developed pan-Canadian strategies to collect and
de-identified health information from EMRs that will

— Help us to establish a chronic disease repository
— Protect patients’ right to privacy

— Address concerns of custodians who protect their patients’

data
CPCSSN @ RCSSSP
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